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Each user is a member 
of a group, that, in 
turn, has a monitoring 
profile, in this way, 
each user has a 
"default" monitoring 
profile by virtue of his 
group association. 
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User has both a 
"default" profile, by 
virtue of association 
with a group (Profile 1), 
and an explicit profile 
association (Profile 2). 
In this case, Profile 2 is 
the User's profile. 



Legend: 



(ZD 



O 



Class of object from the 
problem space (not 
necessarily a software 
object or class) 

Indicates has-a relationship. 
Relationship direction is from 
circular end. 

Instance of object of the 
enclosing class type. (Does not 
necessarily correspond to a 
software object) 



NO 

I Profile 2) 



Monitoring 
Profiles 



FIG. 6 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 8 of 51 




FIG. 7 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 9 of 51 




Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 10 of 51 



Application Profile 
(MS Word) 




FIG. 9 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 11 of 51 



Application Profile 
( MS Word) 




V J 



FIG. 10 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 12 of 51 



<0 



mo 

3 CD 
< 0) 



3 

CD 



O 

o 

9P 



s 

5T 



o 



> 

z 



CD 



s 




CO 
0) 



x 
o 

CD 



CO 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 13 of 51 




Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 14 of 51 




Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 15 of 51 



120 




FIG. 14 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 16 of 51 




Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 17 of 51 



Declare Feature Restriction 
in Application Profile 



170 



Application 
Started and 
Application Profile 
Applied 



Retrieve Topmost. 
Accessible Object 



Search for Object 
Matching Restricted 
Feature by Recursively 
Descending Object Tree 



Identify Window 
Associated with 
the Accessible Object 



Disable the 
Identified Window 



174 



176 



178 



180 



182 



FIG. 16 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 18 of 51 



o 



cd 



■o 
3 



ffi-ffl- 



-IP ¥ - 



■;tO 



Co -j Lll/LiUUJJLLl 

3 & £ f f 5= 

a o q- q. o- 
< ° "8 S 

O CD 3 CD 



G? =? CD 
O ^ 



o a 

CO -T| 

Si. 
c 

-1 
CD 



< CO 
co" O 
c r— 

SL m 

|ct 
CD —l 

O ^ 
CD co" 

s: 

o ^ 
=5 -o 

1 

CD 



CO 30 OZ 

O CD C CD 

C CD =£ 

— » — — /~i CO 

o -a § o 

co ^ ~"-a 

oj 76 rp cd 

cF ® ^ 



CO o 
— co 

fi 

§: 

CD 



O 

■a 



O • CD 13 



co 

CD 



31 
X 



o 



-•■ 2 . ■ CD qT w 



o 

CO* 



s x 



CD CIS 03 

:3 S- o 

S i o 
co" 

Q CD 0> 

lis 

— 1 

Q) CD 

o 3 



SOS): 



£ 8 



o 

8" 



o 

52. 
o 

TJ 



OS 



& 

3" 



T3 



O 
0) 



3 



5*, 



□ 

® 
x 

"5" 



4 



'3 

CD 



DO 
<= 

i 



cp_ 

"O 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 19 of 51 



Client Computer 
12 




Computer 
14 



Interactive usage 
specification \ 

/^Profile Builder 



Requests to read/write profile data 



72 



s 




Requests to read 
profile data 



C Server Module^^N 



FIG. 18 



Client Monitoring 
Agent 

52 



IDataReport 
O 



ISageCallback 
O 



Server Module 
22 



Callback 
Object 



FIG. 19 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 20 of 51 



Legend: 




FIG. 20 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 21 of 51 



□ Profile Builder 




l-lallxll 


File Edit View Tools Help 


D - Bl ^ O 





Groups 

Default Group 
$3 Foo group 
l+l-Qni Application Profiles 

Product Version Groups 
Groups 

BW00DS 
L 

larry 
KEYLIME 
A 

Iadministrator I 

=] R 

s 

T 




KEYLIME\ ADMINISTRATOR 



User 



Enter information for this user 



Nome: 
Full Nome: 

Description: 



Group: 



|KEYLIME\ ADMINISTRATOR] 



KEYLIME\ADMINISTRATOR 



| Default Group 



Monitoring Profile 

0 Default for Group: | Default Profile 



O Explicitly Assigned: |Beat profile 



For Help, press F1 [BlDotaManoqerRHINQ | ^ 

FIG. 21 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 22 of 51 



□ Profile Builder 






l-lollxll 


File Edit View Tools Help 


d - e r» o 









Monitoring Profiles 

1 Groups 

[Default Group | 
fJ2 Foo group 
^Application Profiles 
I Product Version Groups 
Users 



Default Group 



Group 



Enter information for this group 



Nome: 
Description: 

Group: 
Users 



Default Gro"upl 



The default group. 



Default Profile 



Select 



Remove 



KEYLIME\tim doug KEYLIME\st... 



KEYLIME\R... KEYLIME\T... KEYLIME\A.. 



For Help, press F1 



[S lDotoMonoqerRHINQ" 



FIG. 22 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 23 of 51 



□ Profile Builder 



File Edit View Tools Help 



EfhQ Monitoring Profiles 
— O Beal profile 
-Q Default Profile 
-Q [Swilson's MP | 
test profile 
Groups 

Application Profiles 
& Product Version Groups 
Users 



■Swilson's MP 



General | Schedule | Application Profile List | Group List | User List | 

Enter information for this monitoring profile 

Nome: 
Description: 



Swilson's MP 



□ Suspend Collection for this Monitoring Profile 

■Reporting Threshold Parameters 

Input Summary Time 



10 Min 



-Collection Agent Configuration - 
Packet Size 

Minimum Reporting Interval 



50 KB 




12 Hr 





For Help, press F1 



iDataManoqerRHINO 



FIG. 23 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 24 of 51 



□ Profile Builder 



File Edit View Tools Help 



Monitoring Profiles 
! Groups 
^Application Profiles 

Advanced Gui App 
Q=§Calc Profile 
Explorer 
GuiApp 

Oft MDI Test App 
G^MSDN Library Profile 

Netscape Profile 
G^ Outlook Express Profile 
Qf§ RealPlayer Profile 

SourceSafe Profile 
G^SQL Enterprise Mgr Prt 
G^ Visual Intercept Profile 
G^Word '2000 
G^Word *97-Restricted 
G^Wordpad Profile 
G^Yohoo Pager Profile 
I Product Version Groups 
Users 



Explorer 



General | FeatuTes] 



Enter information for this monitoring profile 
Name: 



|Explorer | 



Description: 



-Product information used for this profile- 



Product Version Group: 


Explorer 




Description: 






Win32accelerators: 


Standard 







Application List- 



Name 


Versions 


| Rvw 


| Exe Name 


| Oesc 


▲ 


EH EXPLORER.EXE 
En) EXPLORER.EXE 1 
M EXPL0RER.EXE2 
IffpFYPI ORFR FYFi 


4.72.3110.1 
4.72.3110.1 
4.72.3110.1 
4 7? ^11(11 


N 
N 
H 
M 


EXPLORER.EXE 
EXPLORER.EXE 
EXPLORER.EXE 
FYPI DPFR FYF 




▼ 


<] 













For Help, press F1 



[S I DatoMonaqerRHINO" 



FIG. 24 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 25 of 51 



Profile Builder 

72 Ch 



IProfileServer 

O 

IProfileObjects 



IProfileServerEdit 
►€> 



IUser 
■O— 



IGroup 

-*o 



IMonitoringProfile 
►O 



IApplicationProfile 
K) 



DBOB 
74 



User 



Group 
v . _y 

'Monitoring 
Profile j 

'Application^ 
k Profile , 



C- 
) 



ISubnetMapping 

*o 



Subnet 
Mapping 



FIG. 25 



Legend: 

<^-^ Object Type 




FIG. 26 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 26 of 51 



Group Table 
Fields 

gGroupName -Primary Key 
mpMPName y Index into Monitoring Profile Table 



UserTable 
Fields 

uUserName 
uGroupName| 
uMPName< 



Primary Key 
Foreign Key 

Index into Monitoring Profile Table 



Application Profile Table 
Fields 

apAPName Primary Key 



Monitoring Profile Table 
Fields 

mpMPName Primary Key 



MPAPTable 
Fields 
mpapMPNam^ 
mpapAPName 



Compound Primary key 
composed of mpMPName 
and apAPName 




FIG. 27 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 27 of 51 



Client Computer 
12 




Client Monitoring 
Agent 
52 




Control Response 
Data Signaling 



Client Monitoring Agent 

• Startup/Termination 

• Profile Updates 

• Lifetime Contro 




Client Services 
50 



Server 
Computer 
14 



Server To Client 
Notifications 



to Server Requests 





Delivery of Monitoring Data 



FIG. 28 



ICIientMonitoringAgent 

,o 



0 




Client Monitoring 
Agent 
0 52 



ICollectionStatusSink 
0\ — 



Sink 



Client Service 
50 a 



Sink 



ISageControlSink 





IDataReport 
-*o 



ISageServer 




ISageCallback 
-X) 



Server Module 
22 



FIG. 29 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 28 of 51 



user: 

report-time: 
content-type: 
ip-address: 
num-dataitems: 



steve 

01/09/98 9:31:22 AM 

application/x-sagedata 

199.201.246.3 

52 



>• Data Header 



etc., etc., etc 



Datalteml 
Datalteml 
Dataltem3 

Dataltem52 



< 



> 



Collected 
Data Items 



FIG. 30 



Legend 






Server Module 


□ 


Client Service 



FIG. 31 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 29 of 51 



Admin Console 
O- 



IServerAdmin 

*o 



Server Module 
22 



FIG. 32 



Server Module 
22 



C- 
/ 



IProfileServer 
— *-o 



IDataRepository 
— +o 



DBOB 
74 



FIG. 33 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 30 of 51 



ISageServer 




FIG. 34 




IDataReport 
Q 




lIData Repository 
ISageControlSink * 74 




FIG. 35 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 31 of 51 



Client Service 
50 



ISageServer 
— ►O 



r 



ISageCallback 



Sink 



■O 



ISageControlSink 



Server Module 
22 



Callback 
► Object 



FIG. 36 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 32 of 51 



User Login: Client Service . . . . 
connects to Server Module 



Client Service signs up on 
Server Module outgoing 
interfoce for notificotions 
relevant to the logged in user 



State 1: User not logged in 



Server Module 



State 1: User logs in 



Client Service 



(Server Module^) 




State 3: client and server 
completely connected 



User Logout: Client 
Service resigns as listener 
of Server Module 



As the final step in the logout 
process, the Client Service releases 
its last interface pointer on the 
Server Module 



FIG. 



37 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 33 of 51 



Client Monitoring 
Agent 
52 



IDataReport 
O 



ISageCollback 
O — 



FIG. 38 



Server Module 
22 



Callback 
Object 



Subordinate Server 



Superior Server 



ISageCallback 

Ob- 



server Module 
22 < 



Control Sink 



Callback 
Object 



IServerAdmin 
— ►O 



ISageCallback 
+o— 



ISageControlSink 



Server Module 
22 



Callback 
> Object 



FIG. 39 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 34 of 51 



ICIientMonitoringAgent 




Client Service 
50 



Sink 



Client 
Monitoring 
Agent 
52 
:atusSink 



ISageControlSink 
om 



^ TO a taReport 



ISageServer 



IServerAdmin 
ISageSontrolSink 



ISageCaHback 



FIG. 40 



Server Module 
22 



Callback 
Object 




Report Templates and Template Parameter Descriptions 



Report Template 1 ■ 
Report Template 2 

Report Template N 



Associated 
Params 



Param - Prop 
Page 



• Param 


Desd • 




» -Property Page 1 


• Param 


Desc2 ' 


' " " • ' I ; ; 1 • ! # 


' 'Property Page 2 


• Param 


DescN * 


. • * 


* 'Property Page N 



Report templates, parameter descriptions, and 
definitions are specified in the Database and read 
using DBOB. 



FIG. 41 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 35 of 51 



Client Computer 
12 



( Data Analysis Tool y- 



( Profile Builder 



( Sage Admin Console > 



Legend: 



Server Computer 
14 





Requests to read 
profile data and 
delivery of 
monitoring dot 



Persistent Data 



CT~^ C0M Object with no UI 
C^^)C0M Object with UI 

► Arrow points from client to server; 

Indicates method calls & data 
transfer 

=£> Indicates flow of data 




FIG. 42 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 36 of 51 



Client Computer 
12 



Server Computer 
14 



( Data Analysis Tool ^ 



( Profile Builder 



( Sage Admin Console^ 



Legend: 



C"""^C0M Object with no UI 
(_^ )C0M Object with UI 

► Arrow points from client to server; 

Indicates method calls & data 
transfer 

=£> Indicates flow of data 




FIG. 43 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 37 of 51 



IDataRepository 

O 

IDBOAdmin 

O 




FIG. 44 




FIG. 45 



Storage 
Appropriate 

to driver 
(DBMS, flat 

file etc.) 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 38 of 51 



Admin Console 



IDBOAdmin 




FIG. 46 



Server Module 
22 



IServerAdmin 
Om- 



IProfileServer 
— »o 



DBOB 
74 



IDatoRepository 
— »o 



FIG. 47 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 39 of 51 



Profile Builder 
72 



IProfileServer 

O — 

IProfileObjects 



IProfileServerEdit 

*o 



IUser 
■O— 



IGroup 
KD 



IMonitoringProfile 
►O 



IApplicationProfile 
*0— 



IProductVersionGroup 

*o — 



DBOB 
74 



User 



Group J 



Monitoring] 
Profile 



Application 
Profile 



PVG 



FIG. 48 



( Profile Builder ). 



( Profile Builder 



( Profile Builder )" 



Requests to 
read and 
write profile 
data 




FIG. 49 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 40 of 51 



Data Analysis 
Tool 



IDBOBObjects 



IDBOBObjectEdit 
— ►O 



DBOB 
74 



FIG. 50 



f 








SAGE Admin 






Console 




V 




) 




r 








Profile Builder 






72 








J 




c 








Data Analysis 






Tool 








J 


r "\ 



Server Module 
22 



IDBOBAdmin 
►O 



IProfileObjects 
— »-o 



IProfileServerEdit 
*-o 



IDBOBObjects 



IDBOBObjectEdit 
— N-O 



IProfileServer 
— ►O 



IDataRepository 
— ►O 



IServerAdmin 
04- 



DBOB 
74 



FIG. 51 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 41 of 51 



Profile Builder 
72 



IUser 

-*o— 



IGroup 
■O 



IMonitoringProfile 

►O 



IAppProfile 

—+o — 



IProductVersionGroup 
►O 



DBOB 
74 



User 



Group 



Monitoring 

Profile , 
^ J 

'Application^ 
Profile 



PVG 



FIG. 52 



Data Analysis 
Tool 



IReport 




lEnumApps 

— *o 



IEnumCategories 

»o 



IEnumReports 
►O 



DBOB 
74 

Report 



Apps 



{ 



Categories 

Report ^ 
Digests 



FIG. 53 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 42 of 51 



Client Computer 
12 



( Admin Console 



( Client Installation ^ 



Legend: 



Server Computer 
14 





Requests to read 
profile data and 
delivery of 
monitoring dat 



Persistent Data 



C3^ C0M 0b J" ect wilh no UI 

C ZZ ) C0M 0b J ec t with UI 

► Arrow points from client to server; 

Indicates method calls & data 

transfer 

=£> Indicates flow of data 



Monitoring 
Data/ 
Profile 
Data 

(RDBMS) 



FIG. 54 



Admin Console 



IServerAdmin 
— ►O 



ISaqeControlSink 
— *o 



Server Module 
22 



FIG. 55 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 43 of 51 





FIG. 57 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 44 of 51 



Admin Console 



IServerAdmin 
K> 




FIG. 58 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 45 of 51 



HAdminConsole 








l-lollxl 


Server Edit View Help 


BOA 


▼ 






? 



BOA 

DOUGNT 

-g^ KEYLIME RSERVER 

b-s Irhinq! 

-fUSuperior Server 
-^Subordinate Servers 
-^J 7 Active Clients 
Clients (historical) 
DOUG98 
RHINO 




RHINO 



Server 



Clients Log Statistics 



RHINO 



Properties 

Superior Server 



<No Superior> 



Data Manager 



RHINO 



□ Repeats operations on subordinates 



Edit Properties 



Operations - 



Sync Server with Client(s) 



Reread Monitoring Profile(s) 



Suspend Data Collection 



Resume Data Collection 



Flush Client Data to Server 



Flush Client Events to Server 



Prepare for Server Shutdown.. 



For Help,press F1 



[IE| Up since 05/04/99,4:02 PM.O active client(s) 



FIG. 59 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 46 of 51 



BAdminConsole 








i-idixi 


Server Edit View Help 


BOA 


▼ 




ES 1 & 


? 



BOA 

DOUGNT 
KEYLIMERSERVER 



RHINOI 
-S£ Superior Server 
S. Subordinate Servers 
-^F Active Clients 
Clients (historical) 
D0UG98 
RHINO 




RHINO 



Server 



Clients Log | Statistics 



RHINO 



Properties - 
Superior Server 



<No Superior> 



Data Manager 



RHINO 



□ Repeats operations on subordinates 



Edit Properties 



- Operations - 



Sync Server with Client(s) 



Reread Monitoring Profile(s) 



Suspend Data Collection 



Resume Data Collection 



Flush Client Data to Server 



Flush Client Events to Server 



Prepare for Server Shutdown.. 



For Help.press F1 



[Bg| Up since 05/04/99,4:02 PM,0 active client(s) 



FIG. 60 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 47 of 51 



Schedule Database Tasks 



Edit scheduled tasks performed periodically by the database 



Truncate data older than 



Task: ITruncate Detailed Data from Report DB 
Enabled: □ 

-Scheduling 

O On Demand 

O One Time On Date 

0 _Recurring 



Execute Now I 



90 ~ day(s) 



4/07/99 



At Time 



4:00 AM 



Occurs on day 3 of every 2 month(s), every 6 hour(s) 
starting at 4:00 AM. 



Change... 





OK 


Cancel 



Apply 



FIG. 61 



QAdminConsole 










Llollxl 


Server Edit View Help 


BOA 








do" & 


? 



BOA 

DOUGNT 
KEYUMERSERVER 
&g |RHIN0l 

SL Superior Server 
-HI Subordinate Servers 
-^F Active Clients 
Clients (historical) 
_ D0UG98 
m RHINO 



RHINO 



Server 



Clients 



Log Statistics 



Select client(s) and apply operation 



Clients - 



Reread Monitoring Profile(s) 
Suspend Oota Collection 



Resume Data Collection 



Flush Client Data to Server 



Flush Client Events to Server 



Ping Client 



Name 


Active 


j§ D0UG98 


No 


j§ RHINO 


No 


« | 





For Help.press F1 



|B5|Up since 05/04/99,4:02 PM.O active client®" 



FIG. 62 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 48 of 51 



SAdminConsole 






I- Inllxl 


Server Edit View Help 


BOA 






? 



BOA 

DOUGNT 
KEYLIMERSERVER 



RHINQl 

Superior Server 

Subordinate Servers 

— Active Clients 
Clients (historical) 
D0UG98 
RHINO 




RHINO 



Server I Clients Log Statistics 



RHINO/RHINO 



rEvents- 



Date 



Q? 05/04/99 
® 05/04/99 
Cp 05/04/99 
Cp 05/04/99 
Cp 05/04/99 
Cp 05/04/99 
® 05/04/99 
Cp 05/04/99 
Cp 05/04/99 
<p 05/04/99 
C P 05/0 4/ 99 



I Time | Source 



4:31 PM 

4:26 PM 

4:26 PM 

4:26 PM 

4:21 PM 

4:21 PM 

4:02 PM 

4:02 PM 

4:02 PM 

4:16 PM 

4: 1 6 P M 



EchoesServer 
DatoMonager 
DataManager 
EchoesServer 
DataManager 
EchoesServer 
DataManager 
DataManager 
EchoesServer 
DataManager 
FrhnftsServfir 



r Description 



Event synchronization com- 
Data Manager not configu 
Data Manager successfully 
Echoes Server successfully 
Data Manager shutdown. 
Echoes Server shutdown. 
Dato Manager not configu 
Data Manager successfully 
Echoes Server successful!) 
Data Manager shutdown. 
Frhnes Server shutdown. 



For Help.press F1 



[BUI Up since 05/04/99,4:02 PM.Q active client®" 



FIG. 63 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 49 of 51 




100 



\ 118 
2. Loads and Renders Page 

HTML Page 




Producer Web Server 




3.References 

Instrumentation 

Script 



<NetEchoesTag> 



Instrumentation 
Script 




1. Serves HTML 
Page 

120 
104 
124 



4.Serves 5.Sends Data 
Instrumentation 
Serif 



FIG. 64 



114 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 50 of 51 



Pottern 1: Event Handler as Attribute of HTML Tog 



HTML Page 



<HTML> 
<HEAD> 



</HEAD> 

<B0DY onLoad=onLoadHandlerO> 



<SCRIPT> 

function onLoadHandlerQ {...} 
</SCRIPT> 



</B0DY> 



FIG. 65A 



Pattern 2: Event Handler as Attribute of HTML Tag 



HTML Page 



<HTML> 
<HEAD> 

</HEAD> 
<B0DY> 



<SCRIPT> 

function onLoadHandlerQ \...\ 



window.onload=onLoadHandler() ; 

</B0DY> 



FIG. 65B 



Patent Application For: System And Method For Monitoring User Interaction With Web Pages 
Inventor(s): Oran M. Thomas et al.; Attorney Docket No. 9623-595; Serial No. 09/587,236 

Replacement Sheet 51 of 51 



Web Browser 



a 



Java Script 
Interpreter 




Events 

Object Interrogation 
Events 



Window Object 




Document 
Object 
(DOM) 



FIG. 66 



Client Browser with 
instrumented 
pages 



J_ 



HTML 




NetEchoes Collection Center 



NetEchoes 
Web Server 



Collected 
Data 



FIG. 67 



Legend 



Transmission 
Path of Collected 
Data 



